K o ‘- Approved-ker Release 2003/08/13 : CIA-RDP84B886690R000500030072-3

ROUTING AND RECORD SHEET

Fral el Wal F=N =
2 ’

SUBJECT: (Optional)

Federal Information Processing Standards (FIPS) L : ) -3 -R
. EXTENSION | NO. - -
FROM: /ODP
TAT 2D00, Headquarters
4 March 198]

TO: (Officer designation, room number, ond
building)

DATE

RECEIVED | FORWARDED

OFFICER'S
INITIALS

COMMENTS (Number each comment to show from whom
to whom. Draw o line across column after each comment.)

1.
DDA, 7D24, Hg.

10.

11

12,

13.

14.

15.

Max:

This action requests your con—
currence on a letter for the
DCI's signature, requesting the
Secretary of Commerce delegate
his authority to waive ' Federal
Information Processing Standards
(FIPS) to the DCI or the DCI's
designee. FIPS are promulgated
by law and executive order by
the National Bureau of Standards.
There aré about 80 standards,
pertaining to hardware, software
and data. To waive a standard
to procure non—conforming disk
equipment, for exarple, an
agency head must obtain the
approval of the Secretary of
Commerce. The FIPS waiver pro-
cedures present us with definite
security problems, since they
involve sharing information about
our computing facilities with
another agency.

FIPS waiver procedures are an
immediate problem because, in the

‘|near future, ODP will require a

FIPS waiver to obtain the new IBM
disk technology, which we view as
critical to solving our computer
center space problems. We believe
the waiver should be granted by

a senior Agency manager. Commerce
has ignored a previous letter
from the former DDA requesting a
waiver authority delegation. We
hope this DCI request will get

the required action. The
attached memorandum provides more
details.
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FIFOHANDUM FOR: Director of Central Intellicence

V1A Peputy Director for Adeministration
General Counsel
Hrector of Logistics
Director of Security

PECH: druce T. Johnson
Cirector of Latea Procersing

SULIFCT: Federel Information Precessing Standards (FIRS)
FEPELRENCE: tettery frow the DL&, ¥r. Pon Rortman, to tre

i~ssistant Secretary for Productivity, Technoloay
and Innovetion, Depertment of Commerce,
fre Jordan J. Paruvech, dtd. ¥ RKevember 1GHC

1. Acticn Feguested: Faragraph 6 is & recommendation
that you sign the atteched letter to the tecretary of Commerce
recuesting thet independent euvtherityv to waive Federal
infermetion Processing Standards (FIPS) be delegated to vou orp
oLy designec,

2. tFackgrovnd: Federal Inforpction Processing Standsrce
(FIPS) ere promulgated by the bepartwment of Commerce under the
rrovisions of Public Law §9=30€ (the Ercoks Act) and Part 6 of
Title 15 Code of Federal Fenulations. fThese standards are
rrescribed for Federsl anencies in the acquisitiocn, developrent,
and use of avtomatic data yrocessing (ADP) systerme and in the
interchenge of data between and amonu agencies and with the
rrublic. The use of such standerds, which are edopted after
review by Federal acencies, industry, and the public, is intended
tc reduce Covernment coste and inprove the effectiveness of ADP
services. we are supportive of a well~-manaced Federal aby
standardes program. FHewever, the unicue nature of intelligenco,
with ite concomitant security concerns, causes ue special
rroblems with resrect to the ogen rrocedures surrounding the FIDE
[roorar.
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3. EFech FIrg standard heg essoclated with it & walilver
procedure, whereby, if adverse eccnomic or coperaticnel ispact can
e demonstrated, en acency wmay uwtilize ecuirnent or software that
does net confcre to the standerd. Authority to waive these
stendarcs resides, depending on the stenderd, with the Nepartment
of Copmerce or the avency head. (Iven theose stenderds where the
waiver authority resides with the agency head €till recuire
*coordination in advence® with the Department.) feretofore, we
Lhave not made any formel waiver recuests. 2As the standards
rrogram bas become more active and increased in scope, we find
thet full cunformance with existing standards is pot, in cur
judgment, in the Agency's interest. In the future, we will
require occesional walvers and, therefore, we are concerred about
the security imrlications of FIPY waiver rrocedures. These
rroceduree generally will recuire sengitive information on Agency
AP systems be shored vith the Lerartment ¢f Commerce. ¥e have
deseribed ovr security concerns in more detzil in the attached
letter to the Secretary of Commerce,

4. Our concern with the FIPS waiver jprocedwres is not
byrothetical. For exarple, we¢ have a neavr-ters problem with FIPS
¢C~62, which deal with input/cutput interface standards and would
deny ue uge of some rew mess storace (Cisk drive) technelogy
vital to our ADF pregrams. ¥e believe we have a gtrong cese for
& walver frop FIPE €0-€¢3., Powever, the existing waiver
rrecedures for FIPS 60-63 recuvire approval of the waiver request
by the Decretary of Commerce. Wwe are reluctant to make ocur caso
through these existing preocedures because of the precedent it
scte andd the security irplicetions of havine enother departwent
in our ALP procurement process., Rqain, our concerrn iz with all
PIFY and not just FIPE 6(-€3, T

%. The Becretsry cof Comwerce, under the jprevious
adwinistraticn, delesated certain FIPS zutbority to the formey
hssiztent Secretary for Productivity, Technoloqgy and Inncvaticn,
fr. Jorden J. Baruck. On 5 Hovember 1400, our former Deruty
Director for Administretior, lon hortman, sent a letter to
fre. Baruch requesting & generel delevgaticon of FIPS waiver
auvthcrity to the DCI. Yhre letter (reference) outlined our
gecurity raticnale for recuestine such & delegaticn. Three
months have elapsed and we Leve had no formel response, The
informal regponse is that Commerce is taking action te deleyate
walver auvthority, pertzininog specifically ta FIPS 60=63, to the j

2
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SURGECY:  Federal Inforwmatien Processing Utandards (FISE

headr of all acepcies. Wwe welcowe this wove, but unfortunstely
it will not be tirely enougl for cur ixmeciste procurement
neece. Such a delecation will require a minirum of three and
more roealistically six wonths te implement and even then it will
address only PIPE €(-¢3, not other current or futire FIP:. A
timely response from the Fecretary of Comuerce to the attoched
waiver delegation recuest would cvercome these drawbacks.

€. recommendaticn: we recermrmend tliet yvou send the attached
letter to the fecretary of Commerce reiteratino our previcus
unanswered request for a delegation of independent authority to
you or your degignee to grant waivers to Federal Information
Provessing Standards (FIPE).

EFrttachment:
Letter to the Secretary of Conmerce
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SUBNOECY . Pederel Information Processing Htandards

)5/ Nag

P

Deputy Director for Administraticn

Js/ Daniel B. Silver

(FIPE)

smar 57/

Gereral Councel

/s/ Joroes oo Donald

Late

MAR 4 1981

virector of Logistics

HDate
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Date

,’g

Tirector of Security Date

AEPEFOVEDR:

Is/ Wﬁi“ﬁiﬁiﬂ J. C@QQ 5 AR 1381

Pirector of Centrel Irntellicence - tate

coe/us/Rawiiel]  prebruarylesl)

Distribution:

Crininal

Wi, vw/atts.

Lxecutive lealstry, w/atts,

Ceputy Director for Administration, w/atts,
Cencral Counscl, w/atts,

Director of Logirtice, w/attc,

Lirector of fecurity, w/atts,

B EICI, w/atte.
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Lascutive Ragintry

5 AR 1981

e L Maleoln Saldridge
The retary of Comeree

t4th end Constlitution Avenue
Vashiungten, 3. O, 20370

in & lettey J:. Jordan Berueh, former Assistant decrel:
for Productivity, Teehnology and Innovation, Department of

Commercs, dated Movmnke“ 1680, this Agency's former Deputy
Givector for Administration, ¥r. Don Wortman, regquestes that ithe
Deparimont delegate to the Lirector oi ventrel Intelligenee (1}
independent suthority to grant, for this Agency, waivers of the
provisicns of Federal Information Proecessing utanmarms (ii?ﬂﬁ
promuigated by the Department. ‘the tetler set forth various
semurity concerps which are raised by the currvent FIPS warver
proecedures and explained the delegation of procurement puthority
;?iﬁh, on aeceount of similar coneerns, the Agency has obtained
from the (enerail Services Administration, We have recsived
formal response to this request “wﬁ recausze of the importance 1
attach to it, 1 would like to tale this cpportunity to reitevats
cur congerns and the strammatxorwwr“ procedure thet I beliove
will alleviate thans,

I

0

ot

ou know, reguests for weivers from VIPSH, éepenﬂéni‘cm
FE o

tandard, either require coovdinaticon in advanee W [
t -ﬂt, or vour approval. In order to [
iest, extensive deocumentetion is typiecally required
I A5

o ) N
wnt. Tor oxample, one group of FIPS (VIFS 60-03)
e

)

&

oo D
-—2 o

% oa

vVU¢} itly deseribe wihat mnst e included in a weiver reguest:
"1} p deseription of the existing or planned ADP system twg
whieh the waiver is being r@quesied, ﬁ} a description of the
eystem configuration, identifying those items fo§ w?ieh %ﬁé' ,
wailver is aeznw rnqu@sted, and insiuding a d@””riptiﬁﬂ ﬁi_péaﬁggm
expancion of the syster: econfiguration at any time u?jﬂb its o
eyele, and 3)  a jus :f!unt}aw for the waive ‘ﬂu?ﬁﬁ 2]
descrintion and &thU!aS!On of the major aQVaESP ceonomic or «
onerational impact that would result through conformance {o this

i

P 3 B 2 N s y 3 L,
standard as commares to the alternative for whiclh the waivey o
standard mpares f 1%

e
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this walver reguest procedure Is cause for considersble
security concern to senicr Clh menagerment.  Under the ntatutory
provisicns of the dHational Security Act of 1947, as amended, the
ICI i charged with the responsibility for protecting
intelligence sources and rethods., Relatine this to current and
articipated acquisitions ot avtesatic data processing couipment
(ADFEY, v is owr considered judarment that Jisclosure thrduch
the waiver process of the Acency's carebilities and lecation of
its rescurces would rot enly edversely affect the PEGLeT
Aischavce of this responcibility but would also, in sore cssec,
represent & grave threat to national security. Our ADPE, whetney
ceneral rurpese or unicue te our rvecuirements, s utilized for
extremely sensitive intelligence intormation processineg,
compunications, and real-tire intellicence-operation
recuirements. The type and location of ecuipment represent, for
fereion intelliaence asencies, prire taroets in terms of
orerational wtilizaticr, ecuvirment capabilities, or the
readebility of signal ewmaraticns, Cf equal significence is the
fact theat, in certain instances, {Jentification with the Zgency
of sreciiic equipment or siter of operations could he extremely
erbharrassing to the United States or te friendly foreign
govoernmentsg.

1t =2 py fivm ofinion thet & delegeation of independent [ IpD
waiver eutherity to the Director of Central Intcllicence vith
arproerriate redelegation sutherity would ceet protect the
nztioral security interests irvelved in the 2ccuisition and use
ot EIFY by the Central Intelligence Agency for intelligence
irformation processine, communicatione and intelligernce
eperaticnel espplicaticns. 1 therefore recuest that the Secretary
of Comperce fdelegate te the NI inderendent avthority to grant,.
for thie Agency, welvers of the provisions of Pederal Information
Processing LHtanderds rropulaated by the Department of Coprerce.

Yoour favorable considerstion of this recvest will be
sincerely appreclated. I would Le rlessed toc make available the
ayprepriate merbers of my staff to develop in conjunction with
your representatives & suitahle deleqation of waiver sothority.
My Director of Ueta Processing, ¥r. Sruce T. Jernson, is
aveiletle to answer any technical ceertions vou may have. Fe can
he veached &t |

Tours,

~ /s/ Wiliiam J. Casey
“‘“ ? ‘ 03 ot »8" Pilliaw J. Cesevy

EH
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